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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes a security key issue on ProSe relays in 5GS. 
3
Detailed proposal
*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
TR 23.752: "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS)".
*** NEXT CHANGES ***
5.X
Key Issue #X: ProSe relays
5.X.1
Key issue details

5G Prose UE-to-Network Relay and 5G Prose UE-to-UE Relay are studied in TR 23.752 [x]. In 5G Prose UE-to-Network Relay, the remote UE communicates with network via UE-to-Network Relay. In UE-to-UE Relay the source UE communicates with target UE via UE-to-UE Relay.

This security key issue addresses how to secure the communications through the relay UE.
Security threats

During the relay communication, the relay UE becomes a user-controlled entity with direct access to another user's communications. This may enable a number of attacks including:
-
Impersonation of the relayed UE or network (injection of user-plane data).
-
Eavesdropping on relay communications.
-
Replaying user/network communications.
-
Offering relay service while preventing some/all packets from transiting the relay.

-
Using the relay service to unnecessarily undermine user privacy.
5.X.3
Potential security requirements
For ProSe relays, the following security requirements apply: 
-
The security of ProSe communications should not be adversely impacted when a relay is used.

-
A mechanism should be available to prevent impersonation by the relay of other user's communications/signalling.

-
A mechanism should be available to prevent the relay from reading the communications.

-
A mechanism should be available to prevent the relay from modifying/replaying the communication.

-
A mechanism should be available to enable the UE to authenticate that the relay is offering a legitimate service.
*** END OF CHANGES ***

